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Background 

Cryptocurrencies may be defined as an online monetary exchange system that is 
not tied to a central authority and relies heavily on cryptography 1 . Due to the fact that 
these currencies depend on encryption, they become untraceable for law enforcement 
agencies, creating the perfect environment for illegal activities to flourish. 2 The concept 
of cryptocurrency can be dated back to 1998, where Wei Dai first published the idea of a 
currency controlled by cryptography to control its transactions 3 . However, it was not 
until 2009, when the Japanese computer coder Satoshi Nakamoto created Bitcoin that 
digital currency activity boosted 4 . Immediately after Bitcoin, the most common form of 
cryptocurrency, appeared, many more digital currencies followed, such as Namecoin, 
Litecoin and Ripplecoin, all in 2011 5 . 

Cryptocurrency activities are tied to online wallets, and have no connection to 
government authorities; the only identification of an online transaction with digital 
currency is an identification number, which is only controlled by the parties involved in 
the transaction. Aside from this, there is a significant lack of regulations regarding the use 
and transactions of cryptocurrencies. Because of this, the potential for illegal activities 
and trade has seen an increase in the last five years. As a result, all transactions executed 
with digital currency become anonymous, making it practically impossible for authorities 
to trace these illegal transactions. 

1 http://www.internationalman.com/articles/making-sense-of-bitcoin 

2 http://www.unodc.org/documents/wdr2014/World_Drug_Report_2014_web.pdf 

3 https://bitcoin.org/en/faq#what-is-bitcoin 

4 http://www.newyorker.com/magazine/2011/10/10/the-crypto-currency 

5 https://www.cryptocoinsnews.com/cryptocurrency/ 
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Not all Bitcoin dealings are done with illicit purposes. However, those that are, 
are usually done in the deep web, also commonly referred to as the Dark Net, or the deep 
web. 

The Advantages of Cryptocurrency 

The digital currency is global and standard for all consumers allowing for new 
possibilities for a multilateral globalizing market. The exchange of currencies around the 
world remains as required service for nations to receive and export goods and services 
cryptocurrency enables states and large-scale industries to have transactions without the 
hassle of currency exchange. This also brings opportunities for the global economy to 
flow in unison by using the same standard currency. Money transfers are almost 
instantaneous to all parts of the world through the cryptocurrency network. The 
transaction is verified against the block-chain in a completely transparent and verifiable 
way. The block-chain can always be reviewed to track transactions for their validity. 
Merchants are protected from fraudulent chargebacks. These are cases when customers 
are unable to repay credit card debts and the money is then retrieved from the merchant 
instead. 6 


The Disadvantages of Cryptocurrency 


https://bitcoin.org/en/faq#what-are-the-advantages-of-bitcoin 
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A prevailing fear amongst various organizations, including that of EU experts, is 
that the cryptocurrency will “fuel crimes that effect online transactions platforms and 
accounts, stimulating crimes such as bribery, money laundering, or illicit trafficking in 
drugs and weapons”. 7 Some other risks associated with digital currency include cyber¬ 
attacks on computers and even smartphones, according to the warnings of monetary 
institutions. These include the Reserve Bank of India that issued a statement outlining the 
possible risks associated with cryptocurrency. This list addressed not only the fact that 
the digital network works on peer to peer basis thus eliminating an authorized central 
agency to regulate payments but also the possibility of online wallets being prone to 
theft. 8 

There have been many cases of cryptocurrency theft. When Mt. Gox, the oldest 
and perhaps the best-known Bitcoin exchange, filed for bankruptcy, it revealed that 
thieves had stolen about 744,000 Bitcoins estimated to be valued at approximately $475 
million. Representatives from Canada’s Flexcoin said 896 Bitcoins valued at about 
$600,000 were stolen from its online vault. 9 America’s Federal Bureau of Investigation 
shut down Silk Road, a deep web market place where illicit goods and services are traded 
for Bitcoin, in October 2013. 1011 The value of a Bitcoin is determined solely by public 


7 RASHID, FAHMIDA Y. "How Thieves Steal Your Bitcoins." PC Magazine (2014): 17-20. Academic 
Search Complete. Web. 21 Jan. 2015. 

8 http://www.coindesk.com/reserve-bank-india-issues-virtual-currency-waming/ 

9 RASHID, FAHMIDA Y. "How Thieves Steal Your Bitcoins." PC Magazine (2014): 17-20. Academic 
Search Complete. Web. 21 Jan. 2015. 

10 http://www.smh.com.au/technology/technology-news/dmgs-bought-with-virtual-cash-20110611- 
lfyOa.html 


11 http://www.businessinsider.com/fbi-silk-road-seized-arrests-2014-ll 
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perception, trust, and adoption causing volatile price fluctuations. It climbed to $1200 on 
December 4 th of 2013, and then plummeted $522 on the 18 th of the same month before 
climbing to $700 the very next day. 

Weaknesses of Cryptocurrency 

The success of digital currency has revealed a few weaknesses in particular. The 
distributed-ledger system, better known as the block-chain is becoming unwieldy. The 
block-chain is already over 11 Gigabytes in size, and while developers have considered 
deleting ledgers of used transactions, nothing has been done as of yet. Public keys are 
anonymous, because they are created randomly by software under the control of each 
user, without central co-ordination. But it turns out that the flow of money from specific 
addresses can be tracked quite easily. 12 One criticism of this “currency” is related to the 
lack of intrinsic value, which poses serious problems to fix prices of goods and services 
to the electronic currency. 13 
How Cryptocurrency stays secure 

Transaction verification is a prime concern with this type of network. There is an 
efficient method of verification in place to prevent fraudulent or duplicated transactions 
from occurring. In the case of Bitcoins, Satoshi Nakamoto’s solution to this problem was 
for a distributed network to serve as the processing point. The Bitcoin network relies on 
the approximately thirty thousand computers at any given time to verify each transaction, 

12 http://www.economist.eom/news/technology-quarterly/21590766-virtual-currency-it-mathematically- 
elegant-increasingly-popular-and-highly 

13 Van Alstyne, Marshall. "Why Bitcoin Has Value." Communications Of The ACM 57.5 (2014): 30-32. 
Academic Search Complete. Web. 21 Jan. 2015. 
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with “some of the nodes in the network verify the transaction as having occurred at a 
specific time”, thus “if someone tries to spend a Bitcoin twice, the one that occurred first 
in time is valid, and the second is not”. The only way fraud through stealing back 
previously spent Bitcoins could occur is when the thief not only possesses more 
possessing power than the entire Bitcoin network, “but could also replicate the network’s 
past work to “steal” Bitcoins”. This is highly improbably given the vast size of the 
Bitcoin network. However even if it were to happen, the computing power would be 
better spent mining Bitcoin since “an attacker would only be able to take back Bitcoins 
that were previously transferred; an attacker would not be able to create new coins or 
steal those belonging to others that were not first transferred”. Thus, the integrity of the 
system is protected by the system itself. 14 
Countries that have outlawed digital currencies 

Seeing as digital currencies are relatively new to the global marketplace, many 
governments have decided to outlaw the use of them and prohibit any online transaction 
with digital currency. However, the banning of digital currencies varies in degrees as 
well: for instance the case of Bolivia and that of China are different. Bolivia’s Central 
bank issued a statement banning all activities and usage of any currency that is not 
controlled and/or regulated by the government, in which category fits all types of digital 
currencies 15 . The government claims to have taken such measures in order to protect the 
national currency, the Boliviano, and for the safety of all citizens. Such decision puts 

14 Ly, Matthew Kien-Meng. "Coining Bitcoin's "Legal-Bits": Examining The Regulatory Framework For 
Bitcoin And Virtual Currencies." Harvard Journal Of Law & Technology 27.2 (2014): 587-608. Academic 
Search Complete. Web. 21 Jan. 2015. 

15 http://www.coindesk.com/bolivias-central-bank-bans-bitcoin-digital-currencies/ 
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Bolivia in a very specific position, seeing as it is one of the very few countries that 
completely banned cryptocurrencies. 16 In contradistinction, we have the case of the 
People’s Republic of China which, as of 2013, stood as one of the leading trading 
markets of the globe, where digital currency transactions flourished 17 . However, in early 
2014 the government enforced restrictions for digital currency usage that only apply to 
banks and financial entities, seeing as the central financial authority in China is almost 
completely owned by the government 18 . The restrictions, however, do not apply for 
regular citizens. Furthermore, many other countries, such as Sweden and India, have 
followed China’s example and applied certain limitations to the use of digital 
currencies 19 . 

Countries that have legalized cryptocurrency 

While many countries have outlawed digital currency for legal monetary use, 
others have integrated cryptocurrency and have started taxing it. In the Untied states 
mining and exchange of it is being taxed, and some political parties even accept Bitcoins 
as donations. 20 Canada also taxes cryptocurrency under its bartering laws, and has no 
anti-money laundering laws against digital currency. 21 As for Europe most of the 
countries tend to be friendly to the use of digital currency. Germany has a very 
straightforward policy for cryptocurrency, and has laws that outline when and how a 


16 Ibid. 

17 http://www.economist.eom/news/fmance-and-econoinics/21600736-chinese-regulators-make-life-hard- 
crypto-currencies-dream-dispelled 

18 https://www.cryptocoinsnews.com/top-10-countries-bitcoin-banned/ 

19 Ibid. 

20 http://bitcoinist.net/legal-status-of-bitcoin/ 

21 Ibid. 
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company should register with the government when it uses digital currency 22 . Not to 
mention, Amsterdam has ATM’s for Bitcoins, while Poland considers digital currency as 
commodity and adds a 23% value added tax. 23 

UN Involvement 

The future of cryptocurrency has not been extensively discussed within the UN. 
However, in the report by UN Conference on Trade and Development (UNCTAD) in 
2009 had said that an alternative to the dollar as the world’s reserve currency should be 
considered. This report was published in the midst of the 2009 economic meltdown. The 
grievance with the current system in place is that a payment imbalance is created even 
with the flexible exchange rates between the dollar and other currencies. "Replacing the 
dollar with an artificial currency would solve some of the problems related to the 
potential of countries running large deficits and would help stability," said Detlef Kotte, 
one of the report's authors. A global artificial currency controlled by a world government 
was the idea that UNCTAD was pushing in its report. While cryptocurrencies or virtual 
currencies in general were not discussed at that point in time, currency like Bitcoin might 
get looked at in the future to take over the reins from the dollar. 24 

Bloc Positions 


22 http://bitcoinist.net/legal-status-of-bitcoin/ 

23 Ibid. 

24 http://www.telegraph.co.Uk/finance/currency/6152204/UN-wants-new-global-currency-to-replace- 
dollar.html 
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North American Bloc 

The leading number of cryptocurrency startups is based in the U.S but are 
ironically finding it difficult to get banking partnerships. The majority of banks are 
against funding Bitcoin ventures not only because of the absence of law and regulation 
around the virtual currency, but also because they themselves are in the process of 
studying the digital currency system. 25 In October of 2014, the Commodity Futures 
Trading Commission (CFTC) was deemed the appropriate body to decide the future of 
Bitcoin in the United States. 26 While the CFTC has not decided on regulatory actions as 
of yet, it has commended New York’s proposed bill, “BitLicense”. The chairman of 
CFTC Timothy Massad stated in his address to the U.S Senate that “innovation is a vital 
part of our markets, and it is something that our regulatory framework is designed to 
encourage. At the same time, our regulatory framework is intended to prevent 
manipulation and fraud, and to make sure our markets operate with transparency and 
integrity.” 27 Similarly, Canada is moving towards Bitcoin regulation with the Bill C-31. 
Asian Bloc 

The transfer of cryptocurrency between individuals in China is legal, but the 
People’s Central Bank of China urged all other banks within the country to refrain from 
transacting in it. This had a direct effect on the price, but in no way made cryptocurrency 
illegal within the country, making it legal but restricted within the country. 28 The status 
within India is similar to that within China. The Reserve Bank of India issued a statement 

25 http://www.coindesk.com/bitcoins-banking-crunch-holding-back-us-startups/ 

26 https://www.cryptocoinsnews.com/united-states-cftc-discuss-bitcoin-futures-future/ 

27 http://www.cftc.gov/PressRoom/SpeechesTestimony/opamassad-6 

28 http://www.economist.eom/news/finance-and-economics/21600736-chinese-regulators-make-life-hard- 
crypto-currencies-dream-dispelled 
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stating the drawbacks of cryptocurrency, urging citizens and businesses alike to refrain 
from transacting in the virtual currency. It also expressed interest in regulating the 
Bitcoin amongst other cryptocurrencies. 29 While the Japanese government has not 
imposed any regulations on the Bitcoin as of yet, they have issued a document saying that 
the Bitcoin will not be regarded as a currency. 30 The government hopes to be Bitcoin 
friendly even after the Mt. Gox incident. 

European Bloc 

Cryptocurrency has remained largely unregulated in Europe. The financial 
Conduct Office of the United Kingdom, which is the “regulator with responsibility for 
ensuring that financial services are provided in a way that protects consumers and 
maintains the integrity of the market” has not suggested any regulatory measures for the 
digital currency. 31 The German Finance ministry has recognized Bitcoin as a unit of 
account rather than as e-money. Giving legal status to Bitcoin is proof of the acceptance 
of the cryptocurrency in Germany, with officials going as far as saying that in the event 
the Euro stops getting used by Germans, the government could still tax its citizens after 
they start using Bitcoins. 32 Similarly, many other European countries are in the process of 
giving financial and legal significance to the cryptocurrency. 

South American Bloc 

The Central Bank of Bolivia declared the use of any cryptocurrencies that is not 
issued and controlled by the government or an authorized entity illegal. This move was 

29 http://www.coindesk.com/information/what-is-bitcoin/ 

30 "Japan Says Bitcoin Not a Currency." WSJ. N.p., n.d. Web. 20 Jan. 2015. 

31 "Bitcoin Regulation in the UK." CoinDesk RSS. N.p., 16 Feb. 2014. Web. 20 Jan. 2015. 

32 "Bitcoin Recognized by Germany as 'private Money'" CNBC. N.p., 19 Aug. 2013. Web. 20 Jan. 2015. 
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done to protect the national currency. The outright ban of Bitcoin by Bolivia made it one 
of the few countries in the world to do so. 33 Other South American countries such as 
Brazil have looked favorably upon the digital currency, with Brazil treating the currency 
as a taxable financial asset, and leaving it under the Receita Federal, Brazil's tax 
authority. 34 
African Bloc 

The concept of online payments is not new in Africa. M-Pesa, a platform for 
sending money through mobile phones that started in Kenya and Tanzania has spread to 
South Africa, and even Asian countries such as Afghanistan and India. The success of M- 
Pesa has prompted digital currency investors to look to Africa. 35 The Bitcoin version of 
M-Pesa, called BitPesa has already cropped up and is making inroads. Inclusion of 
Bitcoin has increased quickly in South Africa, as Pay Fast, a major payment gateway 
enables access to over 30, 000 online merchants. 36 While there have been few policies, 
taxation or otherwise on Bitcoin in Africa, the popularity of the digital currency is 
certainly growing. 


33 "Bolivia's Central Bank Bans Bitcoin." CoinDesk RSS. N.p., 19 June 2014. Web. 20 Jan. 2015. 

34 "Brazil to Tax Bitcoin Investors, Not Everyday Users." CoinDesk RSS. N.p., 08 Apr. 2014. Web. 20 Jan. 
2015. 

35 "Bitcoin and M-Pesa: Why Money in Kenya Has Gone Digital - CoinDesk." Co inD esk RSS. N.p., 10 
July 2013. Web. 20 Jan. 2015. 

36 "South Africa's PayFast Enables Bitcoin for 30,000 Merchants." CoinDesk RSS. N.p., 18 July 2014. 
Web. 21 Jan. 2015. 
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Questions to Consider 

1. Does outlawing the use of digital currencies increase or decrease the amount of illegal 
activity? 

2. What measures can be taken by the international community to stop the growth of 
organized crime in the deep web? 

3. What actions have been taken specifically in your country? Can they be applied on a 
global scale? 


Suggested Sites 

For general information regarding international affairs and country profiles: 

CIA World Factbook: https://www.cia.gov/librarv/publications/the-world-factbook/ 
BBC World News Country Profiles: 
http://news.bbc.co.Uk/2/hi/country profiles/default.stm 

For more about the United Nations Office of Drugs and Crime: 

UNODC Website: 

https://www.unodc.org/unodc/en/about-unodc/index.html?ref=menutop 
UNODC on Money Laundering: 

https://www.unodc.org/unodc/en/money-laundering/index.html?ref=menuside 
Digital Currency Council: 
https://www.digitalcurrencycouncil.com/about-us/ 

For Model UN tips and guidelines: 

Best Delegate: http://bestdelegate.com/ 
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